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Badness hides in plain sight.

Why hunt?
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Why this presentation?
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Building Mac 
threat hunting 
resources up 
to the level of 
Windows will 
take time.

This is just the beginning
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Surgically-altered Mac mini with a generic 
install (wifi card removed)

Shoestring experiment

Process monitoring installed

Tethered cellphone modem 
only connection 

Time machine to 
reset between 
experiments
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Download from VT (these require more care and feeding, ϥ didnɅt use)
Word Macro for Mac: https://objective -see.com/blog/blog_0x17.html
https://objective -see.com/malware.html - a good collection

Malware samples
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Give malware a playground, and 
observe.

Look for general patterns that 
indicate badness.

Malware samples ->behavior patterns
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ǒ What does a malicious Word process look like?

ǒ What does malware do to maintain persistence?

ǒ What does malware want to hide?

ǒ What does getting a foothold look like?

ǒ Where do malware processes (and their artifacts) 

live?

ǒ What does C2 look like?

ǒ What operating system features does malware use?

ǒ What does recon look like?

ǒ How does malware try to avoid detection?

LetɅs go hunting

Full index of all queries at end.
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Not powershell . . . but Word is still launching 
unexpected processes.

Word Macros - yes, for Macintosh
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Parent/Child relationships
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What processes are typically launched by Word? And how 
many?

event_platform =Mac event_simpleName=*ProcessRollup2 
[search event_simpleName=*ProcessRollup2 event_platform =Mac 

CommandLine="/Applications/*Microsoft Word*" 
|  fields ProcessGroupId_decimal ] 

|  stats values( CommandLine) as Commands, count by 
aid,ProcessGroupId_decimal
| search Commands="/Applications/*Microsoft Word*" 

Detecting Word Macros
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Normal

Abnormal
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For a specific machine, find out what Word launched thatɅs 
not -Word:

aid=<aid> event_simpleName=*ProcessRollup2 NOT 
CommandLine="/Applications/*Microsoft Word*"  [search aid=<aid> 
CommandLine="/Applications/*Microsoft Word*" 
event_simpleName=*ProcessRollup2 
| rename TargetProcessId_decimal as ProcessGroupId_decimal
| return 10000 ProcessGroupId_decimal]

Investigating a Word macro

By default, Splunk limits the number of items returned 

from a subsearch. Depending on timeframe/host, you 

may get false negatives. @PwnieFan



Investigating a Word Macro
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ǒ What does a malicious Word process look like?

ǒ What does malware do to maintain persistence?

ǒ What does malware want to hide?

ǒ What does getting a foothold look like?

ǒ Where do malware processes (and their artifacts) 

live?

ǒ What does C2 look like?

ǒ What operating system features does malware use?

ǒ What does recon look like?

ǒ How does malware try to avoid detection?
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event_platform =Mac event_simpleName=*ProcessRollup2 
CommandLine=*LaunchAgents* 
| dedup aid,CommandLine| makemvCommandLinedelim=" " 
|  eval CommandLine=mvfilter (match(CommandLine, ".* LaunchAgents.*")) 
|  eval CommandLine=replace( CommandLine,"/Users/[a - z]+/", "/") |  eval
CommandLine=replace( CommandLine," \ "$", "") 
| dedup aid,CommandLine
|  stats count by CommandLine
|  sort count

Bonus hint: if you want to run regularly use summary indices!

Rare launch agents: 
list and count launch agents
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List and count launch agents

@PwnieFan



ǒ What does a malicious Word process look like?

ǒ What does malware do to maintain persistence?

ǒ What does malware want to hide?

ǒ What does getting a foothold look like?

ǒ Where do malware processes (and their artifacts) 

live?

ǒ What does C2 look like?

ǒ What operating system features does malware use?

ǒ What does recon look like?

ǒ How does malware try to avoid detection?
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!ǇǇƭŜΩǎ ǉǳŀǊŀƴǘƛƴŜ ŀǘǘǊƛōǳǘŜ

Files downloaded from the 
internet by most well-
behaved programs (i.e. all 
major browsers) are marked 
with a quarantine attribute 
initially. 
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Removing the quarantine attribute 
(OceanLotus.A)
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